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Introduction 

In May 2024, the NYU Center for Social Media & Politics hosted the inaugural event of a new 
Research Coordination Network (RCN): Democracy in the Networked Era. With the support of the 
NSF’s Secure and Trustworthy Cyberspace (SaT-C) program, this network was formed with the goal 
of fostering an interdisciplinary exchange to advance research on the online information ecosystem, 
including important goals for the field moving forward, the types of infrastructure needed to 
support this work, and methods for translating insights from the research community to 
policymakers and vice versa.  

Our first research meeting focused on The Digital Information Environment & Global Elections in 
2024 and brought together scholars from computational social science, data science, 

1 The first draft of Section I was written by Josephine Lukito, Section II by Cody Buntain and Jacob N. Shapiro,  
Section III by Lisa Singh, and Section IV by Dhanaraj Thakur. The first draft of the Introduction, Conclusion, 
and Executive Summary were written by Cristina de la Puerta. All authors contributed to the editing of this 
report. Joshua A. Tucker is the Principal Investigator on NSF Grant 2331641 which funded the conference and 
white paper.  
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human-computer interaction, and computer science, among other disciplines, to share insights 
across this field of study and address pressing questions amidst a rapidly changing digital media 
environment. 

This report summarizes two days of research presentations and workshops addressing four key 
areas that participants identified as being of the highest priority to the field of research on digital 
media and democracy in an unprecedented year for elections globally. 

 

Executive Summary 

During The Digital Information Environment & Global Elections in 2024 research meeting, 
participants identified four main areas of concern that needed to be addressed in the field of digital 
media and democracy research: research infrastructure; baselines and tooling in experimental 
research; sampling and observational data; and generative AI. This section summarizes the key 
questions and opportunities for collaboration that attendees identified in order to better 
understand these issues, as well as takeaways and recommendations from each section; the rest of 
this report addresses each of these topics in much greater detail. 

Section I: Research Infrastructure 

RCN participants recognized a need for improving data infrastructure and identified a number of 
recommendations that would bolster data collection methods, understanding of data ethics, and 
data accessibility in the field. Research infrastructure is essential for consistent, robust, and 
independent scholarship on the digital information environment. At present, however, there are few 
incentives to build and support research infrastructure, particularly in the area of data access and 
collections. While researchers have long used social media data to study content virality, the spread 
of information, and the relationship between online and offline behaviors, the infrastructure needed 
to support this research has become increasingly fragmented. Especially as existing APIs like 
X/Twitter’s and Meta’s Crowdtangle have disappeared or become less accessible, researchers need 
more support than ever before to access essential data.  

Within this context, many scholars have turned to alternative methods of data collection, such as 
data donations and web scraping, each of which comes with their own technical and/or legal 
challenges. Data donations rely on users voluntarily providing their data, a method that offers 
platform users an explicit option as to whether or not to consent to having their data included in the 
study, but is also accompanied by challenges, such as data security concerns and selection bias 
based on who is willing to donate data (and especially the extent to which this may be related to 
digital literacy or political ideology). Web scraping, while increasingly popular, operates in a legal 
gray area, making it an often unstable solution for scholars. Both options can also be disrupted by 
changes made by the platforms. 
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With new challenges emerging—and past challenges intensifying—for collecting large-scale digital 
data, we identified opportunities for collaborative investments in shared infrastructure. Some of the 
key takeaways include: 

●​ Multi-national, Multi-institutional Collaborations: Developing “many-lab” 
infrastructures with cross-institutional IRBs and shared grants would enable global 
cooperation and increase researchers’ access to support.  

●​ Shared Datasets: Open-access datasets should be prioritized for comparing different 
platforms or time periods, benefiting under-resourced researchers and enabling consistent 
comparisons.  

●​ Archival, Ethical, and Security Standards: Established standards for data encryption, 
anonymization, and sharing that aligns with ethical guidelines and can adjust to different 
data types can help ensure safe and secure data storage, and thus facilitate greater sharing 
of data across research groups. 

●​ Data Storage & Access: Implementing a centralized system to vet researcher access, 
connect research teams, and provide storage space to encourage data reuse and 
infrastructure sustainability. 

●​ Policies for Responsible Access: Advocating for policies that support independent 
research while balancing user privacy, such as those included in the EU’s Digital Services 
Act, to be adapted in the U.S. where many major tech companies are based.  

Section II: Experimental Research 

Workshop participants also explored the role of baselines and standardized tooling in improving 
researchers’ ability to use experimental analyses to better understand behavior in the digital 
information environment. Here, baselines refer to measures of the normal state of users and/or 
content on a platform. Experiments allow researchers to observe how individuals respond to 
changes in specific elements of their digital media experiences, such as deactivating platform 
features or introducing new content. This section of the report explores a variety of different 
experimental methods, including survey, lab, and field experiments. It also examines new tools for 
experimental research, such as browser extensions and bespoke research-oriented platforms, 
designed to enable platform modifications.  

This section also highlights the importance of designing experiments that allow for the study of 
particular sub-populations. Participants noted the possibility that certain experimental 
interventions might not have an effect on an average person, but might still prove consequential for 
important sub-portions of the population, such as people with exposure to particular parts of the 
information environment.  More technically, interventions might generate null effects when average 
treatment effects are measured across full populations even when there may be important effects 
on smaller subpopulations. For this reason, we argue for the importance of research focused on 
particular population sub-groups, though engaging these populations presents its own set of 
challenges, including distrust in scientific research by some communities. 
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Experiments are also critical for understanding the impact of interventions online. In particular, 
attendees noted that further research would be helpful for understanding how to design platform 
features that encourage cross-cutting conversations. Experimental studies can also further our 
understanding of content moderation policies and practices, and how they affect users' motivations 
for sharing information or, potentially, lead them to turn away from certain conversations and 
platforms.  

Key takeaways from this section include:  

●​ Expanding Baseline Data: Developing comprehensive baselines (measurements of the 
normal state of users and/or content on a platform) for social media activity can allow 
researchers to better target sub-populations and create more externally valid studies. 

●​ Developing Standardized Tools: Investing in browser extensions, bespoke platforms, and 
generative agents can facilitate more – and more comparative – experimental research by 
decreasing barriers to entry.  

Section III: Sampling & Observational Data 

In addition to experimental research methods, workshop participants identified a need in the field 
for sampling baselines that would be beneficial for researchers to better understand the 
relationship between digital media and democracy, especially as it pertains to conducting 
observational studies.  

Observational studies are crucial to our understanding of public opinion, behavior on digital 
platforms, and the shifting dynamics of the information environment. Central to these studies is the 
need for reliable baselines or benchmarks, which provide researchers with reference points for 
meaningful analysis. The challenge, however, is that efforts to establish benchmarks—particularly 
for election-related studies—have been fragmented and isolated. 

To address these challenges, RCN participants advocated for collaborative and globally-organized 
benchmark efforts to enhance the value of observational research, especially in understanding how 
different platforms function during election campaigns and their aftermath. They emphasize that 
cross-platform and multi-modal comparisons are essential for creating a more comprehensive view 
of social media usage during elections, especially as our digital media environment continues to 
fragment and expand beyond traditional media. 

By creating shared, robust baselines, researchers can improve the quality of their studies and 
ensure a more accurate representation of digital and election dynamics across different platforms. 
This includes random sets of user-based and content-based samples. These baseline samples can be 
used to understand the prevalence of different types of content, enabling researchers to specifically 
study how election-related conversations evolve online.  

Key takeaways from this section include: 
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●​ Establishment of Baseline Platform Content: Descriptive statistics like platform usage 
time, demographic details, languages, and user activity are needed to form meaningful 
benchmarks. 

●​ Election-Specific Data: Unique baselines for elections, such as threat assessments and 
political elite behaviors, are important for monitoring election integrity. 

●​ Collaboration and Global Standards: Harmonizing existing efforts through cross-national 
surveys and collaborative institutes to make data and methodologies widely available. 

●​ Measurement Comparison: Establishing infrastructure for comparing computational 
methods used for different measurements, e.g. state of the art content detection methods.  

Section IV: Generative AI 

The rapid rise and accessibility of generative AI models has surfaced questions across disciplines 
about the impact these tools could have on elections, both positive and negative, and how they could 
reshape what we know from previous research. Participants noted a few main areas of interest as it 
pertains to generative AI’s potential impact on the information environment and elections: voter 
access to information, foreign influence operations, and political campaign use, as well as a number 
of additional, more nuanced applications.  

In terms of voters’ access to information, AI tools have the potential to lower the cost of creating 
content, and therefore increase the scale of content creation. A key concern identified was how 
foreign influence campaigns could use the new resources at their disposal to quickly create realistic 
content in a wide variety of media types (text, image, audio, video, and multimedia). Further 
research is necessary to understand the persuasiveness of generated or augmented content in 
different forms. Further research is also needed to understand how people interpret AI produced 
content – e.g., do they believe it to be produced by AI, humans, or some combination of both? – and 
the impact of labeling AI generated content on these beliefs. Relatedly, it is important to understand 
whether users’ exposure to and/or awareness of such labels changes how users interpret unlabeled 
content.  

Chatbots and AI-informed search engine results also create a new avenue for voters to seek 
information about politics. Greater transparency around users’ political inquiries on these 
platforms would be beneficial for researchers to understand how voters are using them in practice, 
as well as the quality of responses that these resources produce. Generative AI also presents 
opportunities for less resourced down-ballot campaigns to make content that might have previously 
required significant financial or labor investments. For example, candidates now have the ability to 
create materials in foreign languages to reach new populations of voters.  

Finally, participants noted that conversations around AI’s impact require tremendous nuance, 
especially as understanding the use of AI in politics involves combining rapidly evolving technology 
with understanding both how humans utilize that technology for political purposes and how 
humans respond to interactions with AI in a political context. Not only do these tools create a new 
context in which we now need to understand previous research, but they also present a wide variety 
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of uses and implications in a myriad scenarios, as well as second-order effects which this section 
discusses in more detail. Female politicians and journalists have also often been the subject of 
targeted deepfake attacks, demonstrating the importance of attention to subpopulations in 
understanding AI’s impact.  

Key takeaways from this section include:  

●​ Improving Transparency: More transparency is needed to understand how AI models are 
used, particularly to address biases and disparate impacts on different demographic groups. 
Initiatives such as data donations from users can help address this gap. 

●​ New Frameworks for Previous Findings: Previous findings on the spread and 
persuasiveness of information can also help researchers prioritize and inform approaches 
for understanding its impact on elections. 

●​ Further Research on Interventions: In order to create informed policies on AI and its 
second-order effects, like declines in trust, further research is needed on potential 
interventions like inoculation and labeling of AI content in different forms.  
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Section I: Research Infrastructure2 

Introduction 

Across multiple disciplines, many researchers have relied on social media data as a proxy for other 
social phenomena or as an object of study itself. This includes studying platforms such as NextDoor 
(Brown et al., 2024), X/Twitter (Jungherr 2015), and TikTok (Primig et al., 2023) to understand 
content virality, the spread of mis/disinformation and polarizing content (Rathje et al., 2023), and 
the relationship between online and offline behaviors (Lukito et al., 2023). 

To conduct this work, researchers need access to technical, administrative, legal, and ethical 
infrastructure to produce and sustain high-quality scholarship. Thus far, infrastructure in this area 
has been built piecemeal, with individual researchers and research teams primarily building 
bespoke infrastructure for specific projects or needs. There is an increasing demand for more 
widely accessible traditional infrastructure such as programming packages, open-source tools, and 
means for archiving data and code. However, there is also growing recognition about the need for 
support in navigating other challenges related to researching the digital information environment, 
including ethical and legal support. Shared infrastructure not only elevates the robustness of 
research, but it also democratizes access to infrastructure for early career scholars and researchers 
who are not as well-resourced to build their own infrastructure. In doing so, investments in 
research infrastructure can not only benefit the research community, but also can subsequently lead 
to research that can inform policymaking and civic knowledge. 

Of the plethora of different research infrastructure necessary to conduct platform research, data 
access infrastructure has become a hot button topic. In this section, we will explore current 
methods for collecting social media data, limits to contemporary collection strategies, and proposed 
solutions for shared infrastructure that may benefit the research community. 

Current Data Collection Strategies 

There are several approaches to collecting data from the digital information environment. While 
research from the past decade has benefitted from more widely accessible, and free, research 
Application Programming Interfaces (APIs), many of these data access points are no longer 
available. For instance, the X/Twitter API, which had long been free – or relatively inexpensive – for 
academics to use, is now prohibitively expensive for researchers. Other tools, such as Meta’s 
Crowdtangle platform, which was used to download data from public accounts on Facebook and 
Instagram, shut down access on August 14, 2024. And archives developed by researchers, such as 
Pushshift (Baumgartner et al., 2020), have disappeared under pressure from platforms. This makes 
it increasingly challenging to study  changes in the digital information environment, or effects on 
individuals and groups since these traditional sources of data are becoming (or have become) 
inaccessible. 

2 This first draft of this section was written by Josephine Lukito. 

 



8 

In the wake of the API closures, there has also been a growing call for policy and regulations that 
provide researchers with API access to conduct independent research on social media platforms. 
While there are some optimistic developments (such as the development of Article 40 of the 
General Data Protection Regulation in the European Union [EDMO 2023]), the practical 
implementations of these policies are still in development. 

Given these closures, researchers have also turned to alternative data collection strategies that 
request data directly from citizens and social media users. For example, one increasingly popular 
method is the use of donated data. Data donation research uses digital trace data that is voluntarily 
provided by consenting research participants. This can be done in one of two ways: by requesting 
existing data from participants, or by using browser extensions and other software to collect 
users’ data in real time (Araujo 2022).  

There are several key advantages of this method, including that consent is transparently and 
directly provided by the user, and researchers are able to study both content consumption and 
content production (whereas API-provided data has primarily focused on content production). 
Data donation projects can also be used to conduct experiments and audits. For example, the project 
Intervenr utilizes a reusable infrastructure that includes a browser extension, a web application, 
and a back-end that collects advertisements targeted to research participants (Lam 2023).  
Embedded in this infrastructure is a data redaction interface that also allows research participants 
to exclude or anonymize data from the study. 

However, there are also challenges to data donation work. For one, people are not necessarily 
incentivized to share their data or may be unfamiliar with how to provide their historical user data. 
For many platforms, this process can also be opaque and time-consuming for both users and 
researchers. Additionally, because of the potential sensitivity of donated data, particularly from 
private citizens, it is necessary to develop more consistent standards and practices for the storage 
and security of this data, which may make it more challenging to pool or share data amongst 
researchers.3 Further, inferences drawn from studies based on data donation need to wrestle with 
the question of the representativeness of samples of users willing to donate data to other 
populations of interest. 

Another data collection method that researchers are once again utilizing is web scraping or 
extraction techniques, which involve the use of programming tools or software to extract data or 
content from publicly accessible websites and apps. Often, when researchers do not have access to 
an API, they will turn to data scraping as an alternative for gathering content.  

But these methods exist in a legal gray area. Prior cases in the United States, such as HiQ v. LinkedIn 
(2021), suggest that data scraping is not considered a violation of the Computer Fraud and Abuse 
Act (CFAA).  However, these court rulings have not stopped platforms from (unsuccessfully) 
attempting to sue other researchers who are scraping their platforms.4  

4 See for example lawsuits filed in 2023 against Bright Data and Center for Countering Digital Hate (CCDH). 
Both cases were dismissed. ​  

3 It is worth noting that some research centers, such as the National Internet Observatory, are working to 
build such infrastructure: https://nationalinternetobservatory.org/  

 

https://www.cnbc.com/2024/05/10/elon-musks-x-loses-lawsuit-against-bright-data-over-data-scraping.html
https://www.cnbc.com/2024/03/25/lawsuit-filed-by-elon-musks-x-against-ccdh-thrown-out-by-judge.html
https://nationalinternetobservatory.org/
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Cumulatively, these current data collection strategies highlight the ongoing precarity of research on 
the digital information environment. What researchers did to collect data a decade ago cannot be 
replicated today as data access regimes are constantly changing – and we should expect this to 
continue into the future. This is not a feasible approach for continuing research: to produce 
sustainable research with robust findings, researchers must have consistent access to reliable 
data infrastructure.  

Motivating Incentives for Infrastructure Building 

As noted above, there are few incentives to support data access infrastructure. Because the study of 
the digital information environment is interdisciplinary, researchers may be motivated by different 
goals. For example, whereas infrastructure itself may be considered a scholarly contribution to 
computer science, social science researchers may outsource these efforts for specific projects 
because they are not as incentivized to build sustainable data infrastructure. Furthermore, these 
norms also incentivize the development of new infrastructure, rather than the maintenance of 
existing infrastructure, because new work brings publications whereas maintenance is not as 
equally rewarded. 

Yet another challenge is that in some fields academic competition also disincentivizes the sharing of 
infrastructure, as sharing data may mean being poached on a research project or idea. Because of 
this, researchers are more likely to all build their own data collection methods individually, rather 
than collaborating on shared infrastructure that can benefit the field as a whole. 

To motivate incentives for infrastructure building, two developments are essential. First, the field 
must specify what infrastructural needs would most benefit the research community. This white 
paper attempts a first step in this regard in the following section. Second, researchers, funders, 
policymakers, and citizens must work together to build and support infrastructure for studying the 
digital information environment. This is not an endeavor that can be solely taken by 
researchers—other stakeholders must be involved to ensure that this research is transparently 
conducted, well-supported, and benefits the public good. 

Conclusion & Needs of the Field 

In this report, we identify four (4) key needs that would benefit the development of research 
infrastructure for the study of the digital information environment generally, in addition to the 
digital information environment in the context of elections. Importantly, we acknowledge that there 
may be other needs, particularly as the field develops.5 As data access remains a precarious 
endeavor, we focus especially on suggestions that would benefit joint data collection strategies, 
multi-institutional collaboration, ethical data sharing, and data security norms. 

Multi-National, Multi-Institutional Collaborations. One pivotal need of the field is the 
development of “many-lab” infrastructure, or research infrastructure that can support 

5 We are also far from the first group of researchers to consider these types of questions; see for example 
https://www.smrconverge.org/home/methodology/.  

 

https://www.smrconverge.org/home/methodology/
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multi-institutional collaborations. Such efforts have been made in other fields, including in the 
psychological sciences (Psychological Science Accelerator, 2017)  and in policy research (Evidence 
in Governance and Politics), to much success. Internet researchers are increasingly collaborating 
with those in other institutions, or with non-academic researchers, even without incentives or 
support; we can expect such endeavors to increase, rather than decrease, in the future. 

For the study of digital media platforms, multi-institutional infrastructure includes the development 
of cross-institutional IRBs, multi-institutional grant support, and financial incentives for 
multi-team collaborations. Multi-institutional collaborations may also be able to collectively 
bargain for infrastructural support and for funds to support ongoing, rather than new, projects. 

Shared Datasets. Another need of the field are open-access and shared datasets, particularly 
baseline datasets that can be used to develop and compare new and old tools or platforms. For 
example, comparisons of content across different platforms (e.g., YouTube and TikTok) or across 
different time spans are predicated on having comparable datasets. Fields with existing archives of 
datasets often benefit from being able to compare findings across different papers and projects that 
use the same dataset, and can also make data more accessible to under-resourced researchers. 
Here, again, we hardly need to invent something new, as fields such as electrical engineering (IEEE 
2019) and public opinion (Roper Center for Public Opinion Research) have long relied on shared 
datasets to conduct research. In fact, the Inter-university Consortium for Political and Social 
Research (ICPSR), which maintains one of the longest standing data archives for social science, 
continues to lead the field in this area with the development of their Social Media Archive (SOMAR). 
Other more targeted efforts in this space include: Junkpedia and the Massive Data Institute (MDI) 
text analytic portals.6  

Archival, Ethical, and Security Data Collection Standards. The third data infrastructure needs 
we propose is, broadly, a set of standards or norms around data storage/archiving and data sharing. 
Even without being incentivized to do so, researchers continue to share data for the benefit of the 
research community and the public7— but a lack of norms regarding the “right” way to share data 
hinders such efforts.  

We therefore recommend a shared set of field-wide standards regarding encryption, data 
anonymization procedures, and data sharing practices, including a standard data use agreement or 
data release policy. These routines should adhere to ethical expectations as proposed by 
professional organizations, including the Association of Internet Researchers (AOIR).8 Importantly, 
different standards may need to be adjusted for different kinds of data; for example, content from 
public figures that is collected via an API or data scraping tool has different privacy concerns 

8 For more, see the Ethical Guidelines 3.0 of AOIR: https://aoir.org/reports/ethics3.pdf  

7 For example, Patrick Warren and Darren Linvill collaborated with FiveThirtyEight to release a dataset of 
tweets from Russian troll accounts in 2018, making it possible for disinformation researchers to study this 
foreign interference campaign without relying on platform-provided data. For more, see 
https://fivethirtyeight.com/features/why-were-sharing-3-million-russian-troll-tweets/  

6 See for example Lisa Singh, Colton Padden, Pam Davis-Kean, Rabin David, Virinche Marwadi, Yiqing Ren, and 
Rebecca Vanarsdall (2021). Text analytic research portals: supporting large-scale social science research 
(Poster). IEEE International Conference on Big Data, online. 

 

https://aoir.org/reports/ethics3.pdf
https://fivethirtyeight.com/features/why-were-sharing-3-million-russian-troll-tweets/
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compared to donated data provided by private individuals about their social media consumption 
habits.  

Policy for Responsible Data Access Infrastructure. Last, but certainly not least, there is an 
essential need for policy that supports independent research on the digital information 
environment. Such policy should balance data access for researchers and privacy expectations of 
users. For example, in the European Union, data provided to researchers through Article 40 of the 
Digital Services Act must still adhere to the General Data Protection Regulation. Similar policy 
efforts can and should be made within the United States.  
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Section II: Experimental Research9  

Introduction & Defining “Experiments” 

We define experiments as studies in which researchers randomize some treatment and compare 
outcomes between treated and untreated groups, or across multiple treatment arms. Broadly 
speaking there are three types of experiments that feature prominently in research on social media 
(Mosleh, Pennycook, & Rand 2022):  

1.​ Field experiments, in which some aspect of subjects’ social media experience is randomized. 
An example can be found  in Coppock et al. (2015), which randomly exposed Twitter users 
to either a public tweet or a direct message from a non-profit requesting signatures on a 
political petition.  

2.​ Lab experiments, in which researchers invite subjects to participate in a fully artificial 
environment and vary different aspects of their experiences, such as exposure to election 
(Allcott & Gentzkow, 2017) or COVID-19 related information (Pennycook et al., 2020). 

3.​ Pure survey experiments where the treatment is delivered in a survey and survey questions 
are used as the key outcome measure (Moon et al, 2022). 

Because many aspects of the social media environment are hard to replicate in artificial settings, 
researchers have become increasingly interested in field experiments over time. These have 
included: deactivation experiments in which subjects turn off a given platform (Allcott et al., 2024); 
changes to platform features, which are done all the time by major social media platforms A/B 
testing different features (Xu et al. 2017), and also sometimes by researchers through browser 
extensions (Robertson et al., 2018) or in collaboration with platforms (Nyhan et al., 2023); changes 
to how algorithms deliver content to users’ feeds (Guess et al., 2023a); and injections of new 
content, such as experiments on the impact of content labels (Aslett et al., 2022). 

Scope of Experiments 

Experimental research with individual-level treatments provide unique value in addressing certain 
kinds of questions for which understanding causal impacts are essential. 

When researchers want to understand the impact of individual-level interventions on behavior, field 
experiments are a very powerful tool. Workshop participants noted, however, that their value is 
lower for behaviors where network effects are an important incentive, because for such behaviors 
the change in the value of taking one action vs. another from an individual-level treatment is likely 
to be small. 

9 This first draft of this section was written by Cody Buntain & Jacob N. Shapiro. 
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Workshop participants also noted the particular value of experiments for studying individual-level 
incentives, i.e. what makes an individual choose a given action or not. In the context of current 
concerns around how the information environment is used for political conversations, workshop 
participants indicated an interest in questions such as: 

●​ What kinds of platform features or feedback would encourage cross-cutting 
conversations? 

●​ What kinds of features would encourage creation of less extreme content (either in terms 
of viewpoint or simply the kinds of argument made)? 

●​ What motivates people to share new kinds of information, and which types of information 
mobilize people to engage on a topic for the first time? 

●​ Which kinds of experiences lead people to turn away from online engagement in certain 
kinds of conversations, or from online spaces overall? 

Workshop participants also identified a tension in experimental designs that focus on average 
treatment effects versus effects in the tails of the social media population. In the political 
context, experimental studies on various aspects of the social media experience, as well as 
theoretically motivated interventions to impact individual attitudes and behaviors, often return null 
findings for average treatment effects. While many experimental treatments may have null effects 
on the population writ large, these same treatments may be impactful on particular 
sub-populations of interest. Social science experimental research has a strong foundation of work 
on this issue around “Heterogeneous Treatment Effects” (HTEs), but we have reason to suspect that 
missing a particular set of HTEs may be particularly consequential in the study of online behaviors. 
Prior work on ad-targeting, for example, shows that relatively small audiences of conspiracy-theory 
consumers on YouTube receive a largely unique set of advertisements in the platform (Ballard et al., 
2022). Starbird (2017) reveals a prominent role of alternative media and advertising in propagating 
conspiracies around mass shootings, and leaks from Meta illustrate how Instagram content about 
eating disorders is quickly shown to at-risk groups (Wells et al., 2021). As platforms already engage 
with these small—and potentially vulnerable—audiences, the academic community must similarly 
engage with these small populations. 

This engagement with small, potentially at-risk populations is fraught in U.S. and Western contexts, 
where certain audiences may be particularly distrusting of scientific inquiry and perceived 
surveillance, e.g., the authors of Zannettou et al. (2017) were routinely harassed by members of 
4chan. Issues arising from engagement with these sub-populations become more complex as 
experimental studies expand to focus on the Global South and low- and middle-income countries, 
where language- and cultural-specific expertise is necessary. Workshop participants identified 
recent efforts to engage with these global audiences: e.g., Carey et al. (2020) focus on Brazil; Javed et 
al. (2020) studied COVID-19 messaging in Pakistan; and a large body of work studying online 
information spaces in India has emerged in recent years. Workshop participants highlighted a 
critical need for more work in the Global South, as social media platforms and the internet are 
increasingly blended in these spaces, with unique challenges around national zero rating (wherein 
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mobile-network operators privilege certain mobile applications by excluding data used by these 
applications from subscribers’ data allowance, thereby incentivizing concentrated use among these 
zero-rated applications), in-platform authoritarian censorship, and governments’ willingness to 
disable access to social media during moments of unrest (e.g., as in Sri Lanka [Freedom House, 
2022], Iran [Khalaji 2022], and more recently in Bangladesh [Diya 2024]). 

Finally, workshop participants noted that scholars often start addressing a topic in highly artificial 
settings and build to realism. They discussed the evolution of behavioral economics which moved 
from completely artificial lab experiments to complex natural field experiments, as well as work on 
accuracy nudges to reduce misinformation sharing, which started in the lab (Nyhan & Reifler, 2010) 
and have now moved into the field (Pennycook et al., 2021). 

Baselines for experimental work 

Workshop participants identified a number of ways that baseline data can support experimental 
work. We use the term baseline data to refer to measures of the normal state of users and/or 
content on a platform. These measures can be generated with continuously collected samples of 
activity in online environments that allow one to identify how people consume, engage with, or 
produce content absent any experimental intervention. Baselines could include: measures of 
content creation, such as daily collections of videos and comments on a random sample of 1,000 
YouTube channels drawn from the population of channels with more than 100,000 subscribers; 
measures of user interest, such as daily snapshots of Google and Bing search results for a set of 100 
health-related search terms; or measures of content consumption, such as URL visits on mobile 
devices for a representative sample of 1,500 likely voters in a country.  

The first, and most obvious use for baselines in experiments, is providing sample frames that 
scholars can draw upon in designing experiments. Experimental studies are almost always done on 
small samples. When these are representative of a well-defined population, one can extrapolate 
experimental findings to the larger population, subject to standard concerns about external validity 
(Bo & Galiani, 2021).  

For experimental research in fields such as public health and medicine, this extrapolation can often 
be done on readily observable demographic characteristics because we believe most medicines 
work similarly for people of the same age, gender, and ethnic background living in similar places. No 
such expectation exists for treatments in the online space because how individuals respond to 
content can be highly dependent on a wide range of social and psychological factors.  

It would thus be extremely useful for online experimentation for scholars to be able to draw 
samples that are representative of those who post certain kinds of content, respond in certain 
ways to events, or have similar social networks. It would also be extremely valuable for scholars to 
be able to benchmark convenience samples or those chosen on the basis of demographics (e.g., 
through companies that maintain panels of willing respondents such as CloudResearch or 
SurveyMonkey) against representative samples on the basis of online activity. Having baseline data 
on typical activity on different platforms would make it possible for researchers to say which online 
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populations could reasonably be expected to respond to treatments in the same manner as their 
experimental subjects. 

These baselines can also greatly facilitate targeted experiments described above, as the two-step 
process needed to identify potential participants in tail-based populations can be bootstrapped with 
these baselines. With such readily available baselines, researchers could identify elites in these 
collections whose audiences comprise these sub-populations of interest and then sample from 
actors that follow, amplify, or otherwise engage with these elites. This process has the potential to 
significantly reduce costs to engage with and support these important and potentially 
vulnerable groups. 

Baselines would also be extremely valuable for developing treatments to use in natural field 
experiments, which aim to vary respondents' experiences in highly realistic settings. In economics, 
it has long been established that there can be a large difference between decision making in 
highly-artificial lab settings and the choices people make in real-world settings. In the context of 
research on social media, such studies may involve randomizing subjects into receiving different 
kinds of messages on real platforms (Munger et al., 2017) to see if survey experiment results on 
behaviors such as information sharing replicate, or having subjects interact with automata that 
respond using models trained on real-world data (Monstead et al., 2017)—a method that is 
particularly salient given advancements in large-language models (Törnberg et al., 2023). For such 
studies, having samples of activity that were drawn from well-defined populations, i.e. baseline 
data, would enable researchers to develop more realistic treatments. 

Tools for running experiments 

Beyond baseline data, workshop participants identified four types of tools that would enable a wide 
range of experimental research. 

Browser extensions that allow for content to be inserted on common social media sites or in 
search as part of an experimental treatment would facilitate deployment of experimental 
manipulations directly within a user’s browsing environment. By providing researchers with 
evidence on the effects of these manipulations in a real-world context, such tools would enhance the 
external validity of studies, as well as potentially by collecting aspects of user behavior pre- and 
post-treatment. Scholars have used browser extensions to study news consumption (Kleppe & Otte, 
2017), the effectiveness of nudges towards politically balanced media (Munson et al., 2013), and 
incidental news exposure online (Möller et al., 2019). Workshop participants were not aware of any 
centrally maintained set of extensions that researchers can leverage to rapidly deploy in-browser 
treatments. Instead, research groups typically have graduate students or postdoctoral scholars 
develop one-off software for each study (sometimes building on open source tools). It would be 
more efficient for the field to maintain a few standard toolkits for running such experiments on 
common browsers, such as Google Chrome.10 

10 Similarly, the process of getting these extensions approved by Google for Google Chrome remains a one-off 
process between Google and whatever teams producing the extension. A centralized mechanism for 
facilitating the approval of extensions for academic research would also go a long way towards making the 
standup of such studies a more efficient process. 
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Scholars have advocated for a number of years for the development of bespoke, research-oriented 
social media platforms (Bail et al., 2023). These would allow researchers to vary core design 
features and measure outcomes using the kinds of fine-grained data on user behavior that is 
currently only available to researchers working inside major technology companies (e.g. dwell time 
on images). Such platforms would enable researchers to vary platform features such as interface 
design, algorithms for ordering content, or the availability of different options for interacting with 
other users. The key challenge in developing such platforms is getting a large enough user base that 
behavior will be reasonably close to what happens on large commercial platforms. Workshop 
participants noted that one or two such platforms might be sustainable with a combination of 
compensation and appeals to the social value of contributing to knowledge development. Others 
thought there was greater potential for using LLM-powered simulated personas to populate 
artificial social media environments (e.g., Törnberg et al. 2023). Either way, research will be needed 
to determine the external validity of such bespoke research platforms. 

A third area for development highlighted in workshop conversations was tooling for opt-in data 
collection. With the erosion of API-based access on Facebook and Twitter, legal challenges to 
scraping in some jurisdictions, and the movement of most activity to mobile devices, it is 
increasingly important to facilitate data donations from users. Such donations would facilitate 
interesting new modes of experimentation such as the causal impact of real-world experiences 
(which can be varied through field experiments) on online behavior. While there are some tools for 
opt-in data collection (Melo et al., 2019), workshop participants noted these can be hard to use and 
are rarely maintained for long, meaning each research group that wants to use opt-in collection 
needs to spend significant resources on getting tools up and running.  

Workshop participants also noted that much of these frameworks for data collection have focused 
on the information consumer even though information producers, such as political/media elites and 
content creators, definitionally have an outsized influence on these spaces, especially for the study 
of politics. Few tools and resources are readily available to support these producers and 
content creators to share the analytics data they use to guide their creation process. Growing 
our understanding of this cohort of creators could be massively improved through relatively small 
investments in tools for allowing these groups to donate the analytic data they use to make these 
decisions. Through the development of such tools, researchers could get finer-grained insights into 
cross-platform content creation strategies, thereby addressing open questions about the larger 
ecological environment when a single platform institutes policy changes. 

Finally, workshop participants encouraged the development of open-source generative agents 
trained on real-world social media data (e.g., the baseline datasets mentioned above) that could 
support researchers in two ways. First, by providing the ability to rapidly pre-test treatments, 
generative agents would enable much faster research development cycles and save substantial costs 
from pre-testing with real people. Second, by enabling treatments in which respondents are 
randomized into having different kinds of interactions with a simulated entity, e.g. receiving polite 
criticism on a post vs. caustic criticism, generative agents could facilitate more naturalistic 
experimental studies, reducing external validity concerns. 
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Conclusion 

There are many ways in which baseline data and standard tools could enable experimental 
research. Workshop participants noted significant complementarities between them. For example, 
baseline data can be used to improve the external validity of studies in multiple ways: by providing 
training data for generative agents that speed pre-testing and facilitate administering interactive 
treatments at large scale; by allowing scholars to recruit representative samples; and by enabling 
scholars to benchmark experimentally-induced variation against behavioral differences between 
populations in the real world.  
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Section III: Sampling & Observational Data11 

Introduction 

In order to characterize the world we live in and how it is changing, we need to continue to conduct 
observational studies. Observational studies give insight into public opinion, behavior of different 
subpopulations online, and the changing dynamics of our information environment across different 
platforms. However, to conduct observational studies well, researchers need access to a set of 
benchmarks or baseline statistics against which to compare new findings from their studies. To 
date, efforts to build social media benchmarks have been fairly independent, and especially so for 
benchmarks related to elections. In this section of the white paper, we identify the types of baselines 
needed for improving our understanding of elections and then argue that these should be joint, 
organized efforts that can be used by researchers across the globe.  

We begin this section with definitions and then identify baselines that, if available, would enable 
single platform and cross-platform comparisons, strengthening observational studies. We then 
discuss how these baselines can inform election specific observational studies, focusing on ones 
that are cross platform and multi-modal in nature. Finally, we suggest different directions that are 
foundational for facilitating observational research about social media usage broadly and elections 
more specifically.  

Definitions 

When writing an interdisciplinary white paper, defining core concepts is an important first step. We 
focus on terms for which our group of interdisciplinary members had different definitions. While we 
recognize that researchers in other disciplines may define these terms differently, we use these 
definitions as our working definition for this white paper.  

●​ Census: population level user measurements, population level content measurements, 
and/or population level network measurements.  

●​ Benchmark: The state of users or content on a platform at a specific point in time. While 
some researchers may view it as the data used to measure the performance of a machine 
learning method, we use the term more broadly.  

●​ Random sample: Unless it is otherwise specified, we assume the sample we are discussing 
to be a random sample of users. It is not uncommon for social media platforms to share 
other types of random data, including random samples of posts. 

●​ Baseline: The baseline is defined as the normal state of users and/or content on a platform. 
This contrasts with the classic definition of baseline in an experimental study.  

11 The first draft of this section was written by Lisa Singh. 
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●​ Replication: The ability to use the same “environment” to repeat an experiment. In the 
context of observational studies, replication is confined to enabling multiple researchers to 
use the same observational data to validate an existing study or conduct a new study.  

Observational Measurements 

There are a wide variety of measurements that would be useful for election related studies. Here we 
identify different digital information environment baselines, beginning with overall statistics that 
would be useful to collect through time for different platforms and then moving to different types of 
samples to which it would be important for researchers to have access.  

Descriptive Statistics Baselines 

Time spent by people on a platform. This baseline could be used to answer questions about the 
amount of time people spend on different social media platforms. This not only gives researchers 
information about the popularity of different platforms and how different events that take place in 
different parts of the world, e.g. elections, protests, etc., relate to usage. Ideally, this information 
would be shared by a platform. However, with the presence of bots and group-level accounts, a 
survey sample may be more fruitful for getting specific time spent information in areas of the world 
having upcoming elections.  

Who is on a platform. This baseline could be used to understand the demographics of people on 
different platforms. This would support research about the amount of time people spend on 
different platforms by demographic and allow for a better understanding of how the user base 
changes over time or as a result of specific events, e.g. Elon Musk buying Twitter, or platform 
algorithm/design changes. Platforms have been known to share some demographic information 
about their user base, but the sharing is infrequent and typically not shared by country or other 
spatial regions. Therefore, a survey sample or random sample with demographic inference for 
missing demographics are promising directions.  

Languages of platform users. The multilingual and multicultural nature of platforms can be 
important for characterizing observations, opinions, and behaviors. Therefore understanding which 
languages are used on different platforms and its modality - textual or spoken, can be insightful for 
seeing which communities are being exposed to messaging on a platform.  

User activity. Understanding activity and types of activity are necessary for knowing how engaged 
people and bots are on platforms. Activity can be computed using different measures of 
engagement, including the amount of content produced, likes on content, sharing of content, and 
number of followers. This will also provide researchers with a baseline for the proportion of active 
users on each platform versus lurkers.  

In order to have a reasonable understanding of the current state, all of the mentioned baselines 
should be updated regularly. We do not have a good understanding of how often baselines need to 
be updated to make them useful or whether some baselines need to be updated more frequently, 
especially when major events like elections are occurring. However, in order to maintain temporal 
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validity, starting with monthly updates for all baselines would help researchers conduct 
observational studies about trends and deviations; future research should determine the 
appropriateness of monthly updates as opposed to some other time period.  

Sample Baselines 

The most important types of baseline are random samples from every platform—one that is a 
random set of users and one that is a random set of content. Because most platforms have such 
long tails with respect to usage, having information about non-active users is important for 
understanding the overall population on each platform. It is possible to get a Census for smaller 
platforms already, e.g. Gab, Rumble, and Gettr. Currently, there are very few platforms for which we 
are able to obtain random samples. On some platforms we can obtain random samples of 
posts/content, but not users. This type of sampling does not allow researchers to understand the 
types of content that are not viewed or shared (Mneimneh et al., 2021). 

Content based samples are just as important as user based samples since they improve our 
understanding of different types of shared content. These samples can then be used to not only 
understand the prevalence of different types of conversations, including political or election-related 
ones, but will also give us a baseline for high-quality versus low-quality content. We pause to note 
that researchers do not fully understand the differences between using different methods for data 
collection on the same platform, e.g. streaming collections vs. scraping vs. platform APIs. So keeping 
track of the data collection method when producing these different random samples is important 
for improving our methodological understanding (Trezza, 2023).  

Specifically for politics and elections, the standard class of baseline topics in which we are 
interested are election topics discussed on a platform, election topics seen by respondents (overall 
and by demographic), and topics posted by respondents (overall and by demographic). Previous 
research has also conducted observational studies that create clean/anonymous browsing 
sessions to determine the types of content users are shown when they are new to the platform 
and/or have had an account for a longer period of time (Ledwich & Zaitsev, 2019). This type of 
study design can help us understand differences in advertising shown to different groups of users. 
Another important baseline is pro-social or positive engagement among platform users. 
According to platforms, creating positive engagement on their site is their overarching goal. To 
investigate this, we can imagine observational studies that quantify what normatively “healthy” 
digital media looks like, and how that differs from what platform algorithms put in front of users or 
what content users want/seek out. This type of study also requires understanding the types and 
amount of toxicity and misinformation platform users are exposed to and the variance of that 
across different platform communities. Toxicity and misinformation can be measured broadly or 
organized around election (or other) topics.  

These types of observational studies lead to thinking more broadly about content moderation. 
How does content moderation vary by platform and by country within and across platforms? How 
often are content or users taken down? Measuring this is complex because content may be taken 
down for different reasons. A few types of “taken down” content include the following. (1) Content 
that is pre-emptively moderated by the platform, i.e. it includes keywords or images platform 
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users cannot post. While we will never see this content, conducting algorithmic audits to see how 
effective different algorithms are is important. (2) Content that is posted and then subsequently 
moderated by the platform; this allows researchers to understand the lag between posting and 
moderation. (3) Content that users delete themselves; it would be really useful to know if there is 
an average time span within which we expect users to delete their own content (e.g., a content 
creator not getting enough engagement removes a TikTok that did not go viral vs. a Twitter user 
deleting an account after Elon Musk bought Twitter). (4) Content that does not get moderated or 
deleted. (5) Content that gets edited on platforms that allow edit functionality.  

Content moderation is also related to platform policies. Therefore, having an organized set of 
platform policies that are current will enable researchers to track the impact of different policies on 
deliberation and quality of conversation.  

Another important group of baselines focuses on capturing network structure, including statistics 
about friends, follows, and homophily in connections. We can think about homophily across 
multiple dimensions (geographic; linguistic; ideology; gender; race/ethnicity, etc.). Observational 
research related to network structure includes questions related to the heterogeneity of networks, 
the amount of flow and pathways of flow for different types of political information, the existence 
and the formation of different types of clusters, and the role of different types of prominent 
individuals and accounts within the network.  

Finally, while we have discussed the importance of baselines being constructed at regular temporal 
intervals, having broad spatial coverage is just as important. Currently, we do not have samples 
with adequate geographic and language representation. Benchmarking needs to be done on 
platforms around the world. If that is not possible, even selecting a set of countries to begin with 
will improve the consistency and quality of the benchmarks. Another option is to develop an 
international survey (or add new questions to an existing one) that contains a standard set of 
measures. We note that researchers have spent a lot of time developing questions about social 
media usage. We should borrow from those best practices. 

In summary, we believe that creating these benchmarks will allow researchers to not only address 
the substantive meaning of theirs and others' research findings, but also improve the quality of 
researcher collected data. We point to two pathways. First, benchmarks will help researchers 
clarify the target population of their social media samples. Target populations are crucial for 
inference, but too often social media researchers rely on convenience samples without clarifying the 
intended population of inference. Second, benchmarks could help researchers improve the quality 
of their samples through post-stratification weighting, a technique commonly used in survey 
methodology to make samples more representative of a target population.  

Election specifics 

While all the aforementioned baselines and samples are important for understanding elections, 
there are some additional baselines that would be useful for elections. For example, election 
monitoring has clear measures for elections. It would be valuable to set up baselines that capture 
global threat assessment, fraud claims, voter suppression, and polarization at the country 
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level. To understand the role of political elites, a list of elites from across the world could be 
developed and baselines related to what the political elites share could be developed. Because of the 
large number of researchers studying different political elites, perhaps it would be possible to 
combine what researchers are already collecting to create a cross-platform baseline.  

We also note that while representativeness is often the goal for election horse race type surveys, 
and while we care about that on social media too, we often want to understand the behavior of 
users at the tails or “hard to reach” populations. It is important to capture information about those 
that surveys may be missing.  

Examples of Researcher Created Benchmarks and Large-scale Observational 
Studies 

Here we highlight a few studies that either share benchmarks with researchers or are large 
observational studies that provide examples of the baselines and samples identified in the previous 
subsection. We note that these are just a few examples to provide a glimpse into the types of studies 
that can be conducted and the types of benchmarks that are available.  

Different large-scale observational studies and benchmarks have been developed for Twitter/X. For 
example, Wolf and colleagues studied the behavior of 600,0000 Twitter users over a seven year 
period (Wolf et al., 2022). They observed changing behavior over time, including more posting and 
cohort level growth in the way Twitter is used. Hashemi and colleagues conducted an observational 
study about how Farsi Twitter has evolved since the Iranian Green movement in 2009 (Hashemi et 
al., 2022). They also released a data set of all Farsi language tweets for 500 days beginning in 
September 2019. Researchers have also released different types of estimates of the demographics of 
users on Twitter/X (Wojcik & Hughes, 2019), as well as state-level estimates (Mickey Jackson et al., 
2021). During the COVID-19 pandemic, different research groups shared benchmarks to support 
research related to the pandemic (Tsao et al., 2021). Qazi and colleagues have also shared a 
large-scale benchmark for disaster incidents (Alam, Qazi, Imran, & Ofli, 2021). We also note the 
importance of benchmarks for specific classification tasks, including topic/conversation reach and 
online perception (sentiment and stance, for example). While a large number of independent efforts 
exist, very little benchmarking is available for multiple prediction tasks. To help mitigate this, 
Barbieri and colleagues created a repository that pulls together labeled Twitter/X data for different 
tasks (Ushio, Neves, Silva, Barbieri, & Camacho-Collados, 2022). This is an area of importance given 
the large amount of textual and video information on social media and the small number of 
manually labeled benchmarks. 

While Twitter/X has the largest number of larger scale observational studies and benchmarks, 
other platforms also have benchmarks. For example, McGrady and colleagues shared a random 
sample of YouTube videos (McGrady et al., 2023). Using this sample, they estimate the total number 
of publicly viewable videos. The authors also hand annotated some information about the video 
content and processed the audio to determine the distribution of languages spoken. A number of 
studies have analyzed news consumption on different platforms (Pew Research Center, 2024). 
Because of its data availability for many years, Reddit is also a platform that has been studied more 
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extensively. Researchers have shared fake news, toxicity, and misinformation benchmarks (Salminen 
et al., 2020; Salminen et al., 2020), an area of need during elections.  

To the best of our knowledge, cross-platform baselines do not currently exist. These types of 
baselines are important for a number of reasons: 1) they can help better contextualize the different 
types of information being produced and consumed, 2) they can provide information about the 
impact of spread on one platform on its spread on another platform, and 3) because we are 
witnessing the fracturing of social media, where different users are participating on different 
subsets of platforms, cross-platform baselines will give us a better perspective on information 
consumption across a larger population. This is particularly important for cross-national 
understanding.    

There is also a need for establishing infrastructure for comparing computational methods used for 
different measurements. Given the complexity of many measurements of interest, some of them are 
being determined computationally. However, social scientists do not have an easy way to compare 
the results of different methods on large-scale social media data sets or even understand which 
ones are the best ones to apply for specific data sets (Ladd et al., 2021). Examples of measurement 
that are computed using state-of-the-art algorithms include stance, misinformation, and topics. An 
infrastructure that has the core computation methods for a measurement within a single software 
package and an infrastructure to run them on benchmarks is needed to make sure of the best 
methods when measuring content from social media.   

Conclusion 

Currently, researchers collect social media data for specific studies. This is problematic because 
different research groups are expending energy collecting the same data instead of using a shared 
repository. Thanks to the survey-based efforts of Pew, YouGov, and Gallup, we increasingly have 
reasonable data on who in the United States participates in online digital environments and how 
they do so. These efforts have been conducted independently, however, with global and 
cross-national efforts to assess digital media participation. We advocate harmonizing these 
currently disjoint efforts and approaches to develop more global measures of digital media 
participation broadly, and election dynamics more specifically. We think this could be done by 
working with global surveys, like the Barometer surveys12, to harmonize digital media questions 
across national contexts. This approach would require the following: (1) Liaising with organizations 
that run these cross-national surveys (like the Barometers) to investigate their current practice of 
measuring digital media participation and evaluate the feasibility and requirements for bringing 
new digital media questions into the surveys; (2) Developing a standardized list of questions 
previously validated for measuring digital media participation; (3) Developing a standardized 
approach for adding to these questions in subsequent survey waves to capture the changing 
digital environment; (4) Working with country experts to make sure these questions are 
appropriate for country-specific contexts. Through this type of effort, researchers would be able to 
better understand how digital media participation varies cross-nationally, which could in turn 

12 E.g., the Afrobarometer, Eurobarometer, etc. 
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inform our understanding of election dynamics in different parts of the world, and how campaigns 
in one region of the world inform campaigns in other regions.  

Another model that may be fruitful is to make data available through a consortium of institutes and 
centers, given that the cost of creating these types of baselines and samples may be too high for a 
single institute. This institute would document the process and make data available to researchers. 
There would be an international committee of researchers who would meet annually to discuss the 
data and make strategic decisions about gaps that exist, metadata requirements, etc. Because the 
information environment is continually changing, the mode of collection would naturally differ from 
traditional survey studies. We also note that convincing platforms to work with researchers and 
share data is an important strategy, but relying on platforms to do so exposes researchers to the 
whims of the platforms. Legally mandating platforms to share data therefore also remains an 
important potential avenue; with the advent of the Digital Services Act (DSA) in Europe, we should 
begin to get our first insights into the potential of this approach.  

While we have identified a number of baselines and samples of interest, the high priority ones for 
elections include: (1) usage of platforms by country, language, and demographics, (2) counts of 
humans, organizations, and bots through time, (3) activity level and follower ratios, (4) estimates of 
content posted per day and content taken down per day, and (5) a proportion of a stable set of 
election topics per day, including misinformation topics. 

Finally, a great deal has been written about the ethics of using social media data for different types 
of studies (Hemphill et al., 2022). We advocate using public data, allowing for removal from 
collected data sets, and obtaining consent for data from private platforms like WhatsApp. 
Consent can be obtained from surveys, opt-in online forms, data-donation programs, and platform 
consent mechanisms.  
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Section IV: Generative AI13  

Introduction 

Developers of Generative AI systems train their models on enormous amounts of existing data and 
use machine learning to produce new content (expected outputs in the form of text, audio, and/or 
video) based on user prompts. The technology has significantly improved in the last few years, 
making it easier to produce increasingly realistic content. In particular, with the popularity of 
ChatGPT, it has become a regular part of public discourse, and researchers in many academic fields 
including the study of elections and the information environment are now examining its effects. 

Many observers note the potential of Generative AI to produce false or manipulated content 
targeted at the electorate. Some recent examples from the U.S. include an audio impersonation of 
then candidate Joe Biden during the Democratic primaries (Seitz-Wald & Memoli, 2024), 
manipulated images of then candidate Donald Trump, and manipulated audio with then 
Vice-President Kamala Harris (Tenbarge, 2024).14 Gen AI has also been identified as facilitating the 
production of content in foreign influence campaigns aimed at elections.15 However, Gen AI can also 
be used in less malign ways by political campaigns, researchers, journalists, and others involved in 
elections. Either way, given the recent emergence of Generative AI and the nascent nature of and its 
use in elections, there remain many important but unanswered research questions about its use and 
impacts. 

In this section, we review the emerging evidence and approaches to understanding the impacts of 
Gen AI on elections while highlighting emerging research and important gaps identified by 
participants at the RCN workshop. These include questions surrounding who uses these 
technologies in the context of elections and in what ways, what the potential impacts of Gen AI in 
elections are, which forms of Gen AI are most impactful in an election, what populations might be 
particularly susceptible to harms from Gen AI in the context of elections, and the possibility of 
“second-order” effects from the emergence of Gen AI.16 There are also methodological questions 
including how we ought best to measure the impact of Gen AI on outcomes of interests, as well as 
what effects the use of these technologies have on the study of elections and information integrity 
more broadly. Finally, questions such as these have corollaries in the global context.17 In the rest of 
this section, we examine these points in more detail.  

17 See for example https://mediaengagement.org/research/generative-artificial-intelligence-and-elections/. 

16 See below for more details, but at a basic level we conceive of concerns about “first-order” effects of Gen AI 
being related to people believing images or videos created with Gen AI to be real, whereas “second-order” 
effects relate to the consequences of the emergence of Gen AI on people’s propensity to question whether 
images and videos that are in fact real could have been created with Gen AI. 

15 See https://www.nytimes.com/2024/11/07/technology/russia-us-election-interference.html, 
https://www.justice.gov/opa/pr/justice-department-disrupts-covert-russian-government-sponsored-foreign
-malign-influence.   

14 See Hany Farid (2024) for other U.S. based examples. For global examples, see 
https://restofworld.org/2024/elections-ai-tracker/ and 
https://mediaengagement.org/research/generative-artificial-intelligence-and-elections/ 

13 The first draft of this section was written by Dhanaraj Thakur. 
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How is Gen AI used in Elections? 

One important group to consider is the ordinary voter, who might utilize Gen AI as a means to get 
information about elections (e.g., via a chatbot such as ChatGPT). While data is limited on the use of 
Gen AI generally, one recent U.S. national survey suggests that only 23% of U.S. adults have ever 
used ChatGPT (McClain, 2024). More importantly, the same Pew Research survey found that only 
2% of Americans have actually used ChatGPT to look up information about the then upcoming 
Presidential election (McClain, 2024), although this may have changed as the November elections 
got closer. Worryingly, other researchers assessed outputs from 5 major generative AI models based 
on prompts about voting information and found that 51% of the results were inaccurate (Angwin et 
al., 2024). While the production of inaccurate voting information is worrying in and of itself, the 
extent to which election-related information from Gen AI models will reach or impact the public is 
an open research question. Generative AI can also be used by political campaigns. For example, 
campaigns can use Gen AI to try to shape the image and narrative of a given candidate. In the 
recent presidential elections in Indonesia, Gen AI was used by one campaign to create a cartoon-like 
and softer image of their candidate (the eventual winner) who was a former army general (Rayda, 
2024).  

Other emerging use cases include fundraising communications (Goldmacher, 2023), and 
micro-targeted content for voters (Simchon et al., 2024), all of which raise concurrent concerns 
about privacy and data protection. Campaigns can also use these tools for data analysis, to translate 
materials to other languages and contexts, and to connect to voters in new ways such as chatbots 
(Raj, 2024). The money, legal support, and technical skills to effectively use these tools suggest that 
currently, it will be easier for well-resourced campaigns to use these new technologies to their 
fullest extent (Martin et al., 2024), although the marginal payoff from having access to Generative AI 
capabilities may actually higher for less resourced campaigns. Consider, for example, translating 
campaign materials into multiple languages: well-resourced campaigns in the past may have had 
funding to do so in the past while less-resourced campaigns may not. Thus in this way, Generative AI 
could be a leveling force across campaigns with resource disparities. 

There are also concerns that campaigns could use these tools to share mis- and disinformation 
about opponents, which is admittedly not a new problem. As the cost of manipulating images has 
fallen, we have seen examples of campaigns that have manipulated images of their opponents as 
part of negative attacks, which in the US can include elements of racism (Messing et al., 2016; Reed, 
2022). With Gen AI there is the added element of realism, personalized messaging, etc., which 
raises new ethical questions of how political campaigns should use these tools and what kinds of 
guidelines and/or regulation may be needed (Martin et al., 2024).  

Bad actors (domestic and foreign) have already started using Gen AI as part of new and existing 
disinformation election campaigns. These tools enable the spread of false, personalized, realistic 
content at scale. More specifically, researchers have demonstrated how OpenAI’s GPT-3, an older 
version of ChatGPT, for example, could be used to generate text meant to discourage certain 
communities in the U.S. (e.g., Jewish or African-American) from voting for certain parties or from 
even voting at all (Buchanan et al., 2021). These models could also potentially be used to reduce 
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costs and increase the scale of disinformation campaigns, enable real-time content generation (e.g., 
through chatbots), create more personalized content for audiences in different cultures and 
languages, and make disinformation efforts less discoverable (Goldstein et al., 2023). It is important 
to note that the effectiveness of a disinformation campaign, whether powered by Gen AI or not, is 
still dependent on other tools (e.g., social media platforms) for its spread. Thus, questions about the 
ability of trust and safety systems to detect and address disinformation, the degree of coordination 
across platforms, traditional media, and with election authorities, transparency and accountability 
among social media platforms, and independent researcher access to data all remain relevant.  

What are potential impacts of Gen AI and how do we measure them? 

Much of the previous section highlighted potential and actual use-cases. Where these cases exist, 
what are the actual impacts? For example, if voters do use chatbots to learn about elections and if 
they are exposed to false or incomplete information, to what extent does that change their 
behavior? To what extent do political campaigns using Gen AI find them to be effective tools? What 
are the differences in impact between the use of Gen AI content on social media, as opposed to 
non-Gen AI content, on social media when it comes to elections? How do these impacts change 
across different language outputs? And more generally, what about the impacts on the information 
environment, news coverage, trust in democratic institutions, etc.? Many of these questions are only 
now being addressed because the application of Gen AI tools to politics and elections is itself new.  

One underlying question about impact is how persuasive content generated by these tools to target 
populations actually is, given the potential for realistic content and/or the human-like attributes of 
interaction with chatbots. Also, can these tools increase the scale and quality of persuasive content? 
Although more research is needed, at least one study suggests that personalized political ads can 
be more effective than non-personalized ads in the UK and that off-the-shelf Gen AI tools can be 
used to automatically generate these types of personalized ads (Simchon et al., 2024). A related 
issue is which modality of Gen AI content may be more persuasive and impactful. Although again 
there is insufficient research on this question, some observers (following the case of the deepfake 
audio of Biden mentioned earlier) suggest that audio may be the most problematic (AFP, 2024). 
Audio may hit the sweet spot between being complex enough to suggest authenticity in a way that 
text no longer can, but not so complex that it is easy enough to spot telltale signs that it was created 
by generative AI, the way images and video may be (at least for now). 

The personalization of Gen AI tools such as chatbots also raises important questions about echo 
chambers where similar interactions and content may reinforce existing beliefs. For example, given 
the degree of personalization involved, to what extent are these tools creating unique echo 
chambers, and are they doing so on a larger scale than what already exists on social media 
platforms? If the problem of echo chambers is made worse, a related issue is the potential political 
bias of Gen AI models (Mowshowitz, 2024). One study found that the political preferences of a 
sample of Gen AI chatbots were center-left and libertarian (Rozado, 2024), suggesting that they may 
be more likely to reinforce those sets of political beliefs than others. 
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That said, the persuasive potential and personalized nature of chatbots can be used in more 
normatively positive ways. In one study researchers found that chatbots could help reduce beliefs in 
conspiracy theories (Stokel-Walker, 2024). In another, researchers demonstrated that people using 
an AI chat assistant when engaged in politically divisive conversations were more likely to improve 
the deliberative quality of their interactions with others (Argyle et al., 2023). Indeed, there is 
emerging work exploring how Gen AI can be used to improve online spaces for more deliberative 
democratic engagement (Tsai et al., 2024).  

Other dimensions to consider in terms of impacts are gender and intersectionality. Deepfakes are 
the synthetic manipulations of identities and expressions in the form of video, images, or audio 
which make it appear as if someone says or does something they never did (Chesney & Citron, 
2019). The majority of harmful deepfakes are pornographic in nature and are often targeted at 
women (Ajder et al., 2019), including politicians and journalists (Di Meco, 2019). The impact on 
politicians targeted by deepfakes, their staff, and campaigns can be significant. It can cause personal 
harm and have a chilling effect on free speech. In addition, this form of violence against women in 
politics shifts the narrative away from the policy contributions of those women to issues of gender, 
race, and image (which is precisely the goal of those behind these attacks) (Krook, 2020). Gender 
alone is not the only line of attack against women politicians. Intersectionality is relevant here and 
variables such as race, immigrant status, parental status, age, etc. should be considered. For 
example, one study found that women of color politicians in the U.S. are more likely to be subject to 
violent and sexualized forms of abuse than white women (Thakur et al., 2022), a trend that may 
continue with the proliferation of Generative AI.  

All these potential impacts can have broader and longer term second-order effects. For example, 
the relationship between mis- and disinformation and the decline in trust of democratic 
institutions is well documented. What new concerns (if any) does the proliferation of Gen AI bring? 
With the diffusion of AI generated content, it can become more difficult to determine what is factual 
(i.e., the discussion of deepfakes earlier), pointing to the well-known problem of the “liar's 
dividend”, the idea that the prevalence of realistic false content enables bad actors to claim that true 
information is actually false (Chesney & Citron, 2019). A recent example of this occurring in an 
election context was when Donald Trump falsely claimed that an image from the Kamala Harris 
campaign of one of her rallies was generated with AI (Cha, 2024).  

The potent benefits of developing methods of automatically labeling Generative AI content as such 
in ways that can be identified by machines and humans have received a great deal of attention; 
these methods are known as “content provenance” or, more colloquially, “watermarking”. However, 
whether these methods will actually deliver the benefits which have been ascribed to them remains 
an open question. One concern is that the use of content provenance methods can complicate the 
process through which people determine what to trust online. For example, one study found that 
participants conflated the presence of a provenance indicator with the authenticity of the content 
itself, implying that not having a watermark where users expect it could also lead to a decline in 
trust (Feng et al., 2023).  

In addition to the important issue of trust, there is a potential relationship between the uptake of 
Gen AI and social and economic inequality. Consider, for example, the need for access to diverse 
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sources of information and news for democratic participation. Gen AI tools may act as a mediator 
(on top of existing search engines) in how people get news and it may also influence the quality of 
content online (through the production of large amounts of web content by Gen AI). In these ways it 
can restrict access to and lower the quality of information online, particularly for those who already 
have fewer means of accessing information online (Capraro et al., 2023).  

Methodological Concerns 

Understanding these potential impacts also requires understanding the underlying makeup of the 
models being used. For example, what type of biases are introduced by the model and how do those 
influence expected outputs? The challenge here is that researchers, including those studying 
politics, have very little insight into how these models are developed. Machine learning has an 
explainability problem: it is difficult for developers to communicate how a model arrives at a 
particular prediction or decision given that sometimes millions or billions of interrelated 
parameters are involved in generating outputs. This has important implications for developing trust 
in these models, preventing disparate impacts across different demographic groups, and creating 
opportunities for redress (Shenkman et al., 2021). Efforts are being made to improve transparency 
in the development of Gen AI models (Bommasani et al., 2024). In addition, potential approaches to 
improve researcher access to data about how people actually use Gen AI tools (Nicholas, 2024) 
including data donations (Sanderson & Tucker, 2023) could also help researchers better understand 
bias and impacts.  

Another issue is the impact of Gen AI on the study of elections and the information ecosystem itself. 
The diffusion of AI generated content on social media and other communication systems (e.g., 
private messaging groups) that political scientists and other researchers study can lead to greater 
noise given a potential flood of synthetic content. This can lead to an emphasis on the study of 
machine-to-machine or human-to-machine communications compared to the human-to-human 
interactions on which we tend to currently focus. Perhaps more concerning is the idea that we end 
up inundated with synthetic content produced by machines, leading to research generated by 
machines and reviewed by other machines, in a vicious cycle reminiscent of the "dead internet" 
conspiracy (Tiffany, 2021). Although this scenario is extreme given the incentives in academia to 
publish or perish, researchers may be pushed to take advantage of Gen AI tools to produce as much 
as possible. This could lead to more low quality (but mass produced) research papers in the field 
(Bail, 2024). 

However, as is the case for other users, Gen AI also presents opportunities for researchers. It holds 
open the promise of increasing the scale of research by automating analyses. There are also 
new possibilities in terms of experimental research and the use of synthetic respondents (although 
see Munger, 2023). Large language models open up opportunities to conduct research in other 
languages (although this is most effective in high-resource languages, or those languages that cover 
most of the content online). Gen AI tools can also be used to code large scale data sets to support 
content analysis or other textual analytical methods (Rathje et al., 2023). Finally, Gen AI may also 
open up new opportunities for using large language models for classification tasks, building on 
many years of work prior to the release of ChatGPT and other chatbots that used fine-tuned 
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transformer models such as BERT and RoBERTa for classification tasks (Wu et al., 2023; 
Terechshenko et al., 2021). 

Conclusion & Global Considerations 

Many of the concerns, opportunities, and open research questions mentioned earlier are also 
present in other political and electoral contexts outside the U.S. Indeed, some authoritarian 
governments are already using Gen AI to craft and spread narratives that support their regimes 
(Rancy, 2024) and some of the examples cited earlier show that these tools are already being used 
in elections globally by political campaigns and the electorate. However, it is also important to 
consider relationships between countries, and what that implies for Gen AI. For example, as with 
other technologies where the U.S. is dominant (most of the leading Gen AI models are developed by 
U.S. companies), other governments have attempted to eschew any (perceived) dependency on U.S. 
companies by promoting their own models or "sovereign AI" (Chander & Sun, 2023). Some 
governments have invested in their own large language models (e.g., India) but this could raise 
human rights concerns if a government can determine what words and forms of expression in a 
given language can be included in the model.  

As noted above, foreign actors may also use Gen AI to strengthen disinformation campaigns aimed 
at other countries. These actors may be part of a state-level apparatus to undermine election 
integrity and democratic institutions in other countries, as we have observed for the last few years 
on social media. A recent example is that of a Russian supported network that used Gen AI to 
generate synthetic news media sites and social media accounts for dissemination of that content 
(Rancy, 2024). More broadly, such efforts can use Gen AI as part of more realistic phishing attacks 
on political campaigns, cyberattacks on elections infrastructure, or targeted harassment campaigns 
on elections authorities. 

The proliferation of Gen AI may also exacerbate socio-economic inequalities across countries 
based on language. While large language models do offer exciting opportunities for work across 
languages, this is most likely the case for high-resource languages (those with more data available 
online such as most European languages) than low-resource languages, even if the latter (e.g., 
Swahili, Tamil, Bahasa Indonesia) are spoken by hundreds of millions of people (Nicholas & Bhatia, 
2023). Most of the larger and popular large language models are trained on and are currently more 
effective in high resource languages (Wendler et al., 2024). In addition, most of the content online is 
disproportionately in English (for various historical/colonial and modern economic reasons). As 
Gen AI is used to produce more content in English (and other high resource languages) this can 
create a vicious cycle of exacerbating the current language inequity that exists around the world, 
minimizing the prevalence of certain dialects, and creating additional geo-political considerations 
around the proliferation of Gen AI.  
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Finally, another geo-political consideration is the environmental impact of Gen AI. While we have 
outlined some of the use cases, both positive and negative, for Gen AI in the political and electoral 
context, it's important to recognize that the use of these technologies require significant 
resources with concomitant environmental costs. Researchers have pointed out the significant 
carbon footprint (Luccioni et al., 2023) or the high levels of water consumption of Ge AI models (Li 
et al., 2023). It's also important to examine the potentially disproportionate impact the expansion in 
development and use of Ge AI infrastructure could have on low-income countries in the Majority 
World, which already bear the brunt of current effects of climate change.  
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Conclusion 

The May 2024 meeting of the NYU Center for Social Media & Politics’ Research Coordination 
Network (RCN) served as a critical step toward achieving the broader goals of our initiative: 
fostering interdisciplinary collaboration, advancing the study of the online information ecosystem, 
and building the infrastructure necessary for rigorous and impactful research on digital media and 
democracy. With support from the NSF’s Secure and Trustworthy Cyberspace (SaT-C) program, we 
convened leading scholars from diverse fields to address some of the most urgent challenges posed 
by the evolving digital environment in an unprecedented election year. 

Thanks to the dedicated contributions of our RCN members and steering committee, each of the 
sections in this report generated valuable insights and recommendations that are essential for 
moving the field forward. 

Research Infrastructure: Strengthening data infrastructure emerged as a pressing and ongoing 
need of this field of research. Recommendations focused on fostering multinational collaborations, 
developing open-access datasets, establishing ethical data sharing standards, and advocating for 
policies that balance privacy with research needs, such as those modeled by the EU’s Digital 
Services Act. 

Experimental Research: RCN member discussions emphasized the importance of experiments in 
understanding individual behaviors in the digital space, particularly for sub-populations vulnerable 
to misinformation. Our recommendations include expanding baseline data, developing standardized 
tools such as browser extensions, and engaging with at-risk populations globally. 

Sampling & Observational Data: Participants highlighted the need for reliable baselines in 
observational studies as well, to enhance our understanding of digital platforms' role in elections. 
Cross-platform collaboration and the creation of shared, robust baselines were identified as 
essential steps to provide meaningful benchmarks for election studies. 

Generative AI: Researchers discussed how the rapid adoption of Generative AI impacts voter access 
to information, foreign influence operations, and political campaign practices. Key takeaways 
include the need for greater transparency in AI usage and outputs, especially regarding biases, and 
further research on labeling and interventions like inoculation strategies. 

The outcomes of this meeting have laid a strong foundation for further research and collaboration 
within the RCN and in the field more broadly. To sustain momentum, we call for concerted efforts to 
enhance data accessibility, expand shared datasets, and build infrastructure that can accommodate 
the complexities of our evolving digital information environment. The insights generated here will 
not only inform future studies but also support the development of policies that safeguard the 
integrity of elections and democratic processes in the digital age. 
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